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Research on Ethics at Stanford University

(http://plato.stanford.edu/entries/ethics-computer)
3.2 Computer Crime

In the paragraph talking about Malicious kinds of software, or “programmed threats”, state and describe the 5 kinds of threats listed.


Viruses – Cannot run alone, but are inserted into other programs.


Worms – Move from machine to machine across networks, and may have parts of themselves running on different machines.

Trojan Horses – Appear to be one kind of program, but do damage behind the scenes.


Logic Bombs – Check for certain conditions, and execute when those conditions arise.


Bacteria/Rabbits – Multiplies rapidly and takes up the computer’s memory.

What are two types of hackers?

“Explorers” that only gain access to a computer system to explore and to see how it works (often claiming to do it with good intentions), and another type that steals files or vandalizes.
Why might an “explorer” hacker be harmful?


Because if the owner knows that their machine was hacked, they often must to go through a time-taking and costly investigation to make sure that nothing bad happened, and to figure out what did happen.
3.4 Intellectual Property

List the four aspects of a program that can be owned (thus copyright protected).


The source code

The object code


The algorithm


The look and feel of a program

Third Annual BSA/IDG Global Software Piracy Study

(http://www.bsa.org/globalstudy/upload/2005%20Piracy%20Study%20-%20Official%20Version.pdf)
Page 3 states: The worldwide personal computer (PC) software piracy rate stayed the same at 35 percent while losses increased by over $1.6 billion.

Page 3 states: It remained in 2005 that for every two dollars’ worth of PC software purchased legitimately, one dollar’s worth was obtained illegally.
The Global Picture (p. 4)
Looking at the chart on page 4, what region had the lowest piracy rate in 2005?

North America
Looking at the chart on page4, what 2 regions had the highest piracy rate in 2005?


Central/Eastern Europe

Latin America

Looking at the chart on page 6, what 2 countries had the highest piracy rate in 2005? What was the rate?


Vietnam and Zimbabwe; 90%

The Impact of Piracy (p. 8)
In December 2005, IDC and the BSA released their second study on the economic benefits of lowering piracy.2 In the study, IDC concluded that decreasing piracy by 10 percentage points over four years would add more than 2.4 million new jobs and almost $70 billion in tax revenues to local governments worldwide. Most of that new employment and most of an additional $400 billion in GDP would be added to local economies.
According to Figure 2 on p. 8, which two regions had the highest dollar loss?

Western Europe


European Union

Figure 2 on p. 8 notes the scale is in (M), so $7,686 really means what in terms of dollars?

$7,686,000

According to Figure 3 on p. 9, did the emerging countries have more legitimate or pirated software?


Pirated

In Table 2, on p. 10, which country lost the most in terms of software piracy? In terms of dollars, how much was this loss?


The United States; $6,895,000

Piracy Trends (P. 11)
What two thing will put upward pressure on piracy rates?


The growth of new users and the increased availability of pirated software.
As stated on page 12, online piracy will also be facilitated by what?


Increase in transmission speeds

How to Reduce Software Piracy (p. 12)

The key to stemming piracy comes from education and proactive, government-led efforts.

